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1. Introduction

Since 1993, Liaison Software Corporation has operated as an independent software vendor
developing CRM, document delivery and workflow automation solutions for popular ERP
and Accounting systems such as; Microsoft Dynamics, Sage Software, Acumatica, NetSuite,
Key2Act to name a few.

2. Purpose

This Product Feature Whitepaper describes the technical aspects of Two-Factor
Authentication and how Liaison Software Corporation has implemented this technology into
their products. The goal of this Whitepaper aims to inform and promote awareness to Value
Added Resellers, IT personnel, and/or decisionmakers who may be involved with the
installation, configuration, maintenance and operation of our software.

This Product Feature Whitepaper contains all of the following:

e General information regarding Two-factor authentication and how it is used.

e Benefits of using Two-factor authentication for business purposes.

e Introduction to how our software implements Two-factor authentication
technology.
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Overview

WHAT IS TWO-FACTOR AUTHENTICATION?

Two-factor authentication (2FA) is a subset of Multi-factor authentication (MFA), an
authentication method in which a user is granted access once two or more pieces of evidence
are provided to the authentication mechanism. Many of today’s two-factor authentication
processes involve sending a 6-digit code via SMS or email for the user to input. Third-party
applications may be utilized to provide a temporary security token for the user to input as well.

A list of multi-factor authentication scheme includes:

e Physical object (debit card, USB stick with password, a key)

e Security questions, PIN #, password

e Physical characteristics (fingerprint, facial recognition, voice recognition, eye scan)
e Location based (Familiar devices, IP addresses, physical location)
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WHY DO WE NEED IT?

Two-factor authentication was designed to bring added security to combat phishing attempts,
identity theft, and other online fraud. In modern society, we spend a lot of our time online and
have shared a great deal of information on the sites we visit. Even more so, many people use
the same password for multiple accounts on these sites. A study conducted by Google in 2019
found that 65% of people use the same password for multiple or all accounts. With so much
personal data accessible online, additional security measures are highly recommended to
ensure you're always protected against fraudulent attacks.



HOW WE IMPLEMENT IT

Liaison Software Corporation has implemented two-factor authentication capabilities in the
latest software update for Liaison Messenger EDD PLUS. The main feature of this update was to
enable two-factor authentication options when sending or receiving sensitive documents
(invoices, paystubs, tax forms, etc.). With Liaison Messenger EDD PLUS employees, customers,
and vendors can receive their documents digitally secured by two-factor authentication and
128-bit encryption. Simply provide your mobile phone number, cellular carrier, then check the
two-factor authentication box to enable the feature. Once configured, you will receiver a 6-digit
code via text message whenever a sensitive document is sent to you.
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After the user inputs their Two-Factor Authentication code, access to your document will be granted.
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